SPECTRA Software
Web Site Acceptable Use Policy

This is the Acceptable Use Policy (AUP) for SPECT®d#tware, Inc, hereinafter referred to as PROVIDERSs AUP describes
what is and is not acceptable use of PROVIDER’s equipamethiservices. This AUP is not exhaustive. PROVIDERmes the
right to modify this AUP at any time. Changes to thisP are effective upon this AUP being posted on PROVIBERD site. By
registering with or using any equipment or service(sRIDPIDER you are agreeing that you have fully read, undedsaad shall
abide by this AUP, as currently posted on PROVIDER’s site.

You are responsible for all use of your website andwatoaith PROVIDER, whether it is used with or withootly knowledge or
consent. You agree to use the Services only for lgwftposes, in compliance with all applicable laws in yadsdiction. If you
are not sure if your actions will be an abuse, viotatir misuse, please ask us figgtuse@spectrasw.com

All complaints of abuse, violation or misuse of youc@mt or web site, or PROVIDER'’s equipment or servjcefhether or not
described in this AUP, shall be investigated promptlyeWRROVIDER becomes aware of possible violatiorthiefAUP,
PROVIDER may initiate an investigation that may udg gathering information from you and the complaining p#rany, and
examination of material on PROVIDER'’s servers, inahgdirom your web site or files. PROVIDER, in its sdiscretion, will
determine what action will be taken in response tmlaton on a case-by-case basis. Any violatiothas AUP could subject you
to criminal or civil liability. Any violation of ths AUP can result in PROVIDER taking any action thatedems appropriate,
including suspension or termination of your account WITHONVARNING. No refunds of fees paid will be made if PRO¥R
terminates your account due to violation of this AUP.

PROVIDER supports free speech on the Internet and wiiltake action simply because PROVIDER disagrees wittvidws
expressed thru any information disseminated thru PROVIBERuUipment or service(s), including at your web site. évew if
PROVIDER finds any unacceptable content or activigding place on PROVIDER'’s equipment or service(s), ssdhase
described below, it will be dealt with immediately andlaterally by PROVIDER, in a manner that makes the afs
PROVIDER's equipment and services conform to this AU winimal impact on all parties involved. Where thare
allegations that your activity involving PROVIDER's epgoient or service(s) has violated the legal rightstbfral party,
PROVIDER will not substitute itself for a court of law deciding tort claims raised by the third party.

The following activities are allowed with PROVIDERSguipment and services:

1. Materials in the public domain (e.g., images, text,odrams) may be downloaded or uploaded using PROVIDER’s
equipment and service(s), providing they do not otherviidate this AUP. You may also re-distribute materianlshe
public domain, providing they do not otherwise violates thUP. You assume all risks regarding the determination of
whether the material is in the public domain;

Anything you create or pay to have created that doestherwise violate this AUP;

If your account comes configured to use CGl scriptsayeuree to use any CGI script(s) you wish; howevereserve
the right to disable any CGI script that adverselyctff®@rmal equipment or service operation without priomivey. We
will however provide notice;

Use of PROVIDER's SMTP service for outgoing mailjasy as it does not otherwise violate this AUP;

Use of PROVIDER'’s FTP service for file transfes,long as it does not otherwise violate this AUP;

If your account comes configured to use Background Pes;essu are free to run these as you wish; howeveesezve
the right to disable any background process that advesffety normal equipment or service operation withoutrprio
warning. We will however provide notice;
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The following activities are specifically prohibitedtwiPROVIDER’s equipment and service(s):
1. lllegal Activities
Engaging in activities that are in violation of statdJS federal law, including but not limited to the Etenic
Communications Privacy Act, the Computer Fraud and Abuseafsd the Economic Espionage Act, or laws of your
jurisdiction; this includes exporting any information iolation of U.S. export restrictions, including exporting
encryption software over the Internet or otherwiggoints outside Canada or the United States;
2. lllegal or Unauthorized Access to Other Computerseiwidrks:

a. Accessing illegally or without authorization computexscounts, or networks belonging to another party, or
attempting to penetrate security measures of anotherdndi's system (often known as "hacking”);

b. Engaging in any activity that might be used as a prectosan attempted system access (i.e. port scan,
stealth scan, or other information gathering actjyity

3. Distribution of internet viruses, worms, Trojan $es, or other things that are destructive:

a. Distributing or sending information about malware, ¢heation of malware, or the actual malware, which
includes but is not limited to: Internet viruses, wormgjan horses, flood pinging (ping bombing),
mailbombing, or denial of service attacks, sniffepgaging, smurfs, winnuke, land and teardrop, and IRC
bots (such as eggdrop or BitchX);
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b. Engaging in activities that disrupt the use of or feterwith the ability of others to effectively useya
network, system, service, or equipment;
Fraud
Engaging in or promoting schemes to defraud anyone, incladinertising, transmitting, or otherwise making
available ponzi schemes, pyramid schemes or fraudulemging credit cards;
Infringing on Intellectual Property Rights
The following activities are specifically included aspinted:

a. Infringing or misappropriating the intellectual propeights of others, including copyrights, trademarks,
service marks, trade secrets, and patents held by indisjdwwaporations, or other entities;

b. Distributing or causing to be distributed copyrighted nmten violation of copyright law, including but not
limited to MP3s, MPEGs, ROMs, and ROM emulators (seftware piracy). You may not post, upload or
otherwise distribute copyrighted material with PROVIDER{uipment or service(s) without the consent of
the copyright holder;

Infringing on the Rights of Others

Engaging in any activity with PROVIDER’s equipment ongsz(s) that violates the privacy or other persoigiits
of others, which includes posting in a public locatiorvgie information about a person or business without
his/her/their consent or defaming a person or busimessing PROVIDER'’s equipment or service(s) to collect,
attempt to collect, personal information about thirdipamwithout their knowledge and consent;

Promoting Violence or Injury:

a. Advocating, promoting or providing assistance in cagyut violence, threatening violence, bodily harm or
damage or any other unlawful activity against any indii@d)agroup(s), animal(s), government(s),
business(es) or other entities;

b. Describing or displaying a weapon (other than fofdapurchase or educational use), or parts of weapons,
or manuals for assembling any weapon, including but notdd to firearms, ammunition, explosives,
grenades, bombs and caustic or other dangerous substangasycto any laws;

c. Promoting products or services that involve a sigguift risk of death or injury to any person(s), or damage
to any business(es) or other entities or propertyraonto laws;

d. Defamatory or abusive language;

e. Using PROVIDER's equipment or service(s) as a meamnansmit, display or post defamatory, harassing,
abusive, or threatening content;

f.  Using PROVIDER's equipment or service(s) as a maatransmit or display content with intent to annoy,
abuse, threaten, or harass another person;

. Advocating, promoting or providing assistance with stgjlof anyone;

Obscene Speech or Materials
Using PROVIDER's equipment or service(s) to advertismsimit, store, post, display, send, or otherwise make
available any obscene, lewd, lascivious, filthy,ratacent material, including but not limited to child porragdry.
PROVIDER shall notify law enforcement agencies whdiecomes aware of the presence of child pornograploy on
being transmitted through any of PROVIDER's equipmenéice(s). Also, PROVIDER shall notify law
enforcement agencies when it becomes aware of gdtint could be construed as trafficking in obscene tisdgeon
or through any of PROVIDER's equipment or service(s);
Spamming

a. Sending unsolicited bulk and/or commercial messagegstavénternet (commonly known as "spamming”);

b. Maintaining an open SMTP relay;
Forging of Headers
Forging or misrepresenting network protocol headers (tpibat not exclusively TCP/IP; including but not limited
to SMTP, FTP and ICMP), whether in whole or in psrtmask the origin of any transmission;
Gambling
Engaging in or promoting illegal gambling;
Promoting Intoxicants
Displaying or promoting any type(s) of intoxicant, alditibeverage, cigarettes, non-prescription drugs, oreori
product contrary to any laws;
Facilitating a Violation of this Policy
Advertising, transmitting, or otherwise making availadohgthing, including but not limited to software, programs,
products or services, that is designed to violate tmesterf this AUP; specifically included is the transnossor use
of spam or malware; or providing instructions to asgignable another legal entity to violate the teofrthis AUP,
including but not limited to providing any kind of link to amaterial which would assist or enable another legal
entity to violate the terms of this AUP;
Reselling Services provided by PROVIDER
Reselling any service(s) provided by PROVIDER withoet phior written authorization of PROVIDER;
Other Activities
Engaging in any other activity, whether lawful or unlalvthat PROVIDER, in its sole discretion, determittebe
unacceptable use of PROVIDER'’s equipment or services.







